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Executive Summary

The Internet is changimg. durrent network profdetdrnet Protocol, versigRwd)has reached

the end odfslife,andto maintain connectivity with its consthieduitsted States (U.S.) Federal
Governmemtust provide leadership on the process of evolving togheeh&xbtotol, version 6
(IPv6)The current Feder al efforts were establ i sl
continuity as the legacy Internet based on IPv4 can no longer expand to meet demard. On Februar
2011, the last available Heltesses were released regionally for conslingpAsia Pacific

region exhaustisisupply in April 2011, and theoksran  and No r t duppleseeer i ¢ a n
projected to follow shortly.

However, there is more to the IPv6 transition than achieving the basic objective of providing additiot
addressesAsFederal agenciesegrate IPv6 within their current operations, they also have the
opportunity eamploy the new technology to omimdiznhance their business fundtiens.

technological advances provided by the newpllettadale agencies to significantly enhance their
mission capability by removing the limiting technology of the legacy protocol, IPv4, and adopting 1P
thenew standard for supporting operational efficiency.

The Feder&overnment has long recognized the importance of the transition to IPv6. In August 200E
the Office of Management and Budget (OMB) issued Merm@B2ndum Mi Tr ansi ti on P
InternePr ot oc ol Version 6 (Il Pv6)o requiring the
backbones by June 20UBile Federal agentiageachieved the objectives ofithettive

feedback from thepartments indicated that continued adopt®mvidhifP¥ederal enterprises

requird additionaluidance.

Accordingly, thedeeal Chief Information CSf{€d0) Council took action to develop and issue well
defined private/ public best practard®E gui del
Adoption withinth& BGover nment 06 (the ARoadmapo) rel ease
complexities involved with full enterprise transitions, as well as the fast appvabehing world
exhaustion of IPv4 addresses, OMB released a subsequent andum (enti tl ed 0
in September of 2010. This memorandum stipulated enterprise goals and deadlines for all Federal
agencies and referenced the May 2009 Roadmap as the foundatioralmpeEmroguse by all

agencies.

Thisdocument is the latest version of the Roadmap, and is the key guidance document for supportir
Federal agencies in their achievement of the 2012 and 2014 objectithssaategit assion for

beyond 201%his document has the same founddéoraits instituted in the origoadmap

and has been updated to reflect the three years of experiendbéfpablibaiid private sectors)

since original publication. The sections of the document comprise all aspects of a successful transit
and now inclegractical experee from those directly engag@&v@ctivitiescombining

programmatic (including Clidgleen Act complianteghnical, cybersecurity, and Federal

acquisition elements, as well as the suggested interactionsagéhafiyherandated technical

efforts such as the Trusted Internet Connection (TIC).
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1.Introduction

The U.S Federalovernment is engaged in the effort to sustain its Internet connectivity with its
constituents and business partners (both public arad{hevhateErnet evebtothe next Internet

Protocol, version6 (IPt@).e A Tr ansi ti on to | Pv6o bydther ecti ve
Federal CIfS intended to ensure the Fe@eyad e r nment 6 s business conti
Internetanno longeexpando meet desnd. Theirectivé s p h a s e skt resfiectiecty fori v e s
end of FY2012 and FY28la@w the appropriate resources to be broughotcbeamplisthe

objectives, but there is wbe gaindgtian simply achieviing objective of providingiadditlP

addresses. A®deral agenciesegrate IPv6 within their current operations, they also have the
opportunity eamploy the new technology to optimize and enhance their busind3dgefunctions.
technological advances provided by the new patiecafjencies to significantly enhance their

mission capability by removing the limiting technology of the legacy protocol, IPv4, and adopting IP
the new standard for supporting operational efficiency.

The purpose of tRisadmajs to provide Fedeealvernment agency leaders with practical and
actionablmdustry and Federal agency best grauidedinesn how to successfully inteti?aée

withirtheir enterprisel' e Roadmapas been updated from the original published ipra0iai to

the Fede a | Government s | Pv6é history, vision, cu
provideth this documeagiency Chief Information GficéD), IPv6 Transition Managers, Chief
Enterpris@rchitects, and Chief Acquisition OfficersfQA@)s s ess t hei r agencyo
towards IPv6 adoptibims includes critical assessment of their current plans and planning efforts in
meeting hFY2012 and FY2014 objectives.

1.1 Background

Businesses have embraced the Internet in order to encezeetg t services offered and to reduce
the cost of providing these services to growing numbers ofltestumerd. Interisea
commercialization of a-tlu&ledDefenspAdvanced Research Project AgeR&Aprojecthat
begannthel 9 8ahdis a key sourceéeshnological leadership as walinagnitarisand

economic benefithe United States and thdil he protocol that established the current Internet is
IPv4 which only has 4.3 billion addresses.

In the mid to late 199Qsr dlfirty years of metdatarnet growth major technojagfresh was

developed ami@ployed for the underlying communications technology of the Internet and the World
Wide Web (www). This included implemertigglespeéd fiber optic commuaitatinks

transmitting dataspeed of over one terabit per secbbp$( High speeauters and switches are

being deployed to route, switctiedindr data karge virtualized data centers and high speed
consumer, businessdgovernment netwarksese systems are capable of hagldbtrgnic traffic
forhundreds of millions to billicatsaghedevicesCurrentlithe number of @@ss devices

connected to the netviark exceedexhebillion

In the same timefratime Internet community in cooperatiorBnatidibthegovernmentbegan

developing the required protocpboemis of the Next Generiiermet NetwqykotocolPv6.

One of the underlying reasons for the development of IPv6 was thegusijected e 4.3
billion I Pv4d addresses. Due dcaessibillye aec osemi be
Internet, high performance infrastructure is being deployed very aggressively to meet data and mob
computing requiremgntsletlie deployment of the IPv6 protocols has not kept pace. For this Next
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Generation ASuper o0 | nt ewhiteesdrving the evepexparadingg ef f ec
customer base, the IPv6 protocol must be universally intplatogntled functiograwth of the

Internet as we knawlite current Internet has brought tremendous humanitgoeerropent

and econontenefitit is in the best interests of the United States to cgntwsuppand

expand these systamerder tprovidencreasedonnectivity and themnefits.

Curreny botiPv4(the legacy version of IP)Rwéare being used on the Internet, but IPv4 is, by far,

still the dominate protbechuse of its legacy deployiRe6ttraffigrowth is inevitabige tdhe

current state of IPv4 address exhaustion, creating an extreme supply andatelmenadiad e

support communications between the USG and its citizens and business parthgengiesidwide.

not only need to meet the 2012 and 2014 deeaadhiese businesmtinuity across the Internet

but they need to be able to leverage IPv6 protocol capabilities and ensure compatibility with new Int
services.

1.2 AdoptionBenefits

The IPv6 protocol s ¢mabler of unagh performance netwpr&siding fonore efficient
interconnection betwbandwidth intensieband information servimed theicustomerdhe
benefits of IPv6 include

A Improvegovernment operations for:

I Streamlining servié@smore citizens and citiz
groups "The technical stuff for IPv6 is done.

i Improingofboth the quality and delivery of | IPvBis ready. This is a business

Education and Healthcare in all areas of the 1SSue in the Internet service
industry. The ISP community round

. #n Issue of Business Continuity

countr
) Foster)i/n revironmental and energy monitorir] newondineensitopay
g gy Yattention.. .They are persisting in the
and control

. ) o , . ‘nobody is asking for this’ mentality.
A Increases economic activity and increases jobg fqrﬁey are not valuing business

) urban antlral areas continuity as they should. When
A Supporteemote and mobile offices and teleworl stteg finally wake up, there is going

A Fosters high speed equal Internet access for alf to be a mad scramble for IPv6 and

A Support€ontinuity of Operations (CG@P) Moty dtonlt vl elurei ! e
i Vinton Cerf, September 30, 2008 interview with
agencies “The Times Online.”
Some Federal initiatives supported include: Vinton “Vint” Cerf is an American computer

P . . .. scientist who is the person most often called “the
A ACl oud Firsto @wmiitingcy |f O fitherofSe@te@ettHifcodibtlionshbel Ofu d

< . . ce - been recognized repeatedly, with honora
A Federal Data Center Consolidation Initiative degrees ond awards that indude he National
A Transparent Government Medal of Technology, the Turing Award, and the
A

Presidential Medal of Freedom.
Digital Government Strategy

1.3 Guidance

To address the impending exhaustion of the IPv4 addressfpetdrarglthese policies and
benefits, on September 28,, #tH Office die Federal Chief Information Officer issued a
MemorandufarChief Information Officers of Executive Departments and Agénciesd A Tr an s
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| P whichdaletailedthee d e r a | Governfment 0os commit mgnt
to the operational deployment and use ohéPve@mo | “The US leadership is exemplary in
states that OMB will work étNational Institute of this global undertaking. This is the
Standards and Technology (NIST) to continue the eyditstiopgrade of the Internet and
and implementation of the USGv6 Profile and Testing most probably the last one for
Program and provides guidance and deliverables agefetedes to come. So, let's get it
are required to achieve right. ”

Latif Ladid
IPv6 Forum President

1.4 Our Business Situation

Action is needed by the ¢&rnment in ordestistain our business continuityetaid our
nationds technical and tmsexp&nehgandlingpemsEmvicesforp 1 n
Ame r i c a Bleadygheré haz been sigaifiprogress by foregovernmentsreap the

advantages of early IPv6 deployment, including:

A The European Commission

T 12010 initiative, an action plan to see IPv6 widelyidé&ployee by 2010
A Australia

T A Strateqgy for the Implementation of IPv6 in Australian GovernmehilAGe08ies
A Peoples Repblic of China

T Next Generation Internet project (CNGI);year fplan with the objective of cornering a
significant proportion of the Internet space by implementing IPv6 early. China showcased
CNGI and its IPv6 network infrastructure at the 2008i@B#&ijing, using IPv6 to network
everything from security cameras and taxi

A Hong Kong
T http://www.ogcio.gov.hk/en/business/tech _promotion/ipv6/ipv6 _development_in_hk.htm

A presentation at the IPv6 Transition Conference-APRNCEZXIL
http://www.apricot.net/apricot2011/madippERICOAPANAKGIPV6.pdf

A India
I The Government ofdn#linistry of Communicationsfmchation Technology,
Depart ment ofslIHAve DeplayadoadMap, meudes paticy for:

A All major service providers (having at least 10,000 Internet custeiners or STM
bandwidth) will target to handle IPv6 traffic and offer IPv6 services by December 2011

A All central and State governmentigsrasitiepartmenticluding its PSUs, shall
start using IPv6 services by March 2012

A Indonesia

T IPv6 Development Updates in Indonesia Working on Building Aware Ressisiidevo
by Indnesia IPv6 TaBkrce

A Japan
i Overview Repor8tudy Group on Internet's Smooth Transitio(T&niBirge Translajion
- Issued by the Ministry of Internal Affalsrandinications (MIC), Japan, June 2008

T ReportStudy Group on Internet's Smooth Transitio(ilentatiGe Translatidssued
by the Ministry of Internal Affairs and CommsifM&Ziy Japan, June 2008
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A

Korea

T IPv6 Bployment in Korday Mr. Park, Sydkgoo, National Internet Development Agency

of Korea (NIDA), September 2008
Malaysia

T Moving The Nation Toward€tRabled by 2010: Policy and Regulatory-Nssiies by
the Malaysian Communications and Multimedia Commission, Malaysia, November 2007

Singapore
T Singapore Internet Protocol Version 6 (IPv6) Profile, 2 Jan 2012

T Information Papemternet Protocol version 6 Phase 2 Transition Plans for Singapore, April
2011- Issued by the IFGommunications Development Authority (iDA), Singapore

T Report for iDA, IPv6 adoption quide for Singapore, 15 MBrdhli2ad Analysis
Mason and Tech Mahindra

i Information Papemternet Protocol version 6 Transition Plans for Singapore; June 2006
Issued by tHefeCommunications Development Authority (iDA), Singapore

Taiwan

i Taiwan IPv6 Deployment Current -Sigt8eenyVei Kuo, Taiwan Network and Information
Center (TWNIC), February, 2008

IPv6 provides valuable benefits to agencies by facilitating an improvement in operational efficiencie
citizen services. Many of these benefits willlhoeakzedntimore complete IPv6 adoption is
achieved=xamples of IPv6 benefits include:

A

Addressingand RoutngPv 6 6 s extremely | arge address s
many more electronic dedioesbile phones, laptopseinicle computers, televisions,
cameras, building sensors, medical devices, etc.

Securityl P v 6 6 swheneenablediandyconfigurtdthe appropriate key infrastructure
comes in the form of IPsec, which allows authentication, encryption, and integrity protection at t
network layer.

Address AutdConfigurationlPv6 address awtonfiguration enablespde devices to achieve
out of the box plagdplay network access thtitakey to setirganizing netier

Support for Mobile DevicéBveenabled applications can benefit from seamless mobility. The
mobility comes in the form of Mobile IPv@Jlasgtevices to roam among different networks
without losing their network connectivity.

Peerto-Peer (P2P) Communication Tools that Can Improve Interagency Collabaration
endtoend connectivity, enabled by the IPv6 address space and életwatioaddress
translation (NAWill allow the optimizationedlisstreaming applicatioriss wikllowtimely
video feeds and qualiti information to be easily distributed toahidicatsons.

IPv6 supports an integratedawiteetd platformithall the aforementioned benaéitwell as
headroom for future growtleahdncement.

However, in order to realize the benefits offered by IPv6 nttisatimeo@deral Government
continuéhe process of architecting and ihgpdegure IPedabled network services.
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Theadoption of several technology sql@iassiess IlBomain Routing (CIDR) addressing,

Network Address Translation (NAT), and Port Address Translation (PAT), all helpsdaextend the life
andavailability of IPWhile some Federal agencies may have enough IPv4 space allocated to suppol
their needs for the foreseeable thelrgernet Assigned Numbers Authority (IANA) address pool

was exhausted in January,20tilseveral Regional letedRegistries (RIR) exhausted their

allocations in April 2011. The remairsrexpdBt exhaustion within the next two years

Demand levels for addressedinue to accelermde to . o , »
rapid population growtassmarkebroadband Transitioning to [Pv6 is a critical
deploymerthe demarior globally unique addresses fol lourney that must begin today for
applications such as Voice over IP, (Woijdition of | the U.S. Government and Industry
network addressable devices such as moigiteguitb before the exhaustion of the current
sensors to the Interaet continuirgloption afoud IPv4 address space, to assist with
computingne of the main advantages of IPaiisenh | the restoration of the Internet End-2-
establishes the P2P connection thdifficadin IPv4iue | End model, and an important
toNetwork Address Translation (NAT). IPv6 greatly s{nipfificl optimization for Next

the deploymenttoéNexiGeneratioof the Internet eneration Networks technology
services and technologies, sometimes caltedrtret of | Such as Voice Over IP (VOIP),

Things providing tiep | u g experiencp.| ay o | AWways Connected Seamless
_ .gS p] J P _ g be P Y Network Mobility, IPTV, and Cloud
Itis important to note wiitout a concentrated effort by| sepvices for ubiquitous mobile

Federal agencies to effectively and efficiently deploy pegii@s "

IPv6 network serviceslitfggo ver nment 6s |t eJingBOQndn I cal
advancement and ability to itseatssion needs will be Former CTO, IPv6 Forum Chair North American
critically impactddhe remainder of this document discyssesPv6 Task Force (NAVGTF)

the topics above in greater detalil.
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2.Federal Transitiocdomponents

Early initiatives led by ti$e Department of Defense (DoD) and the Office of Management and Budge
(OMB) drove agencies to demonstrate progress in areas of standardization and testing/certification
prepare for eventual govermwidatIPv6 integration and transition.

2.1 OMB Guidance

2.1.1 OMB September 2010 Memorandum

On September 28, 2010, ¢ldefal Chief Information Officer sMesnorandum For Chief

Information Officers of Executive Departments andidg@gndiesa nsi ti on t o | Pv6o
(http://www.cio.gov/docusigtv6memofinal)pstiting that tleederal Governmesntommitted to

the operational deployment and use of Internet Protocol versioa Bi¢iReG)e3tribes specific

steps for agenciesabke texpedite the operagictheployment and use\d@.IR went on to explain

that heFederal Governmenust transition to IRv6rdeto:

A Enable the successful deployment and expansion of KejoF@a¢iciiechnology (IT)
modernization initiatives, such as Cloud Computing, Broadband jénaHschari@ron
robwst, scalable Internet networks.

A Reduce complexity and increase transparency of Internet services by eliminating the architectu
need to rely on Network Addresslation (NAT) technologies.

A Enable ubiquitous security servieesiforend network communications that will serve as the
foundation for secufingre Federal IT systems.

A Enable the Internet to continue to operate efficiently through an integhitiectedell
networking platform satcommodate the futupmagion of Interfieised services.

To facilitate timely and effective IPv6 adoption, wgemeisised:to

A Upgrade public/external facing servers and senii¢eb éagil, DNS, ISP serviet,to
operationally usdiaa IPv6 by the end oRBY2

A Upgrade internal client applications that communicate with public Internet servers and supportir
enterprise networks to operationally iuedPna by the end of FY 2014.

A Designate an IPv6 Transition Manager antisubsrhigmame, title, asdntact information to
IPv6@omb.eop.gov by October 30, 2010. The IPv6 Transition Manager is to serve as the persc
responsible for leading thecaged s | Pv 6 tandailligisort witlotime wiler Federal t i e ¢
IPv6 effort as necessary.

A Ensure agency procurements of networked IT comply with FAR requirements for use of the US!
Profile and Test Program for the completeness and quality of their IPv6 capabilities.

To facilitate tikederal Governnert adopt i on o f the Ratidhal Inshitmd&of wi | | W
Standards and Technolbig$Tto continue the evolution and implementation of the USGv6 Profile
and Testing Program. This Program gtfoevitkehnical basis for expressing requirements for IPv6
technologies and sasimmercia pr oduct s® support of correspor

"NIST has implemented a tool to estimate the extent and quality of IPv6 (and DNSSEC) deployment in L
industry and educational networks. Output from this tool can be used to sample agenaiss progress towa
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the 2018irectivgoals ThisNelsite is available laitp://usgvéeploymon.antd.nist.gov/cgi
bin/generatgov Figurel, is apartial sample fromweésite for July 2012

Transition Managers are adiosgteck the deployment mamiterify th accuracy of their list of
welsites domainsnd mail servicigt are being monitored.

I!! opoymont'on‘or ... agency VOW

Detailed 1Pv6 & DNSSEC Servi

Figurel. View of IPv6 Deployment Monitor

2.1.2 Agency Transition Plans

AllFederal Governmagenyg leadera/ere asked tmmplete an IPv6 Transitian BPased on a
tenplate provided by Ol\BApril 2011 to:

A Upgrade public/external facing servers and ser\éeb éxil, DNS, ISP services, etc.) to
operationally use native IPv6 by the end of Fiscal Year 2012.

A Upgrade internal client applications that commitimipat#ic Internet servers and supporting
enterprise networks to operationally use native IPv6 by the end of Fiscal Year 2014.

2.1.3 OMB Memorandun?)aR2

OMB Memorandur®822, issued August 2, 2005, laid the groundwork for the exHrly stages
integratioby requiring Fedeagencies, specifically agency, ©l@anfirm that agencies had

successfully demonstté®e6 capability over IP backbone networks and reported by June 30, 2008.
The memo, broadly circulated among government and industry, specified the critical timeline in whi
IPv6 readiness had to be satisfactorily demonstrated across the FedetaA@opgrahtba

OMB Memorandur®®P2 is available online at
http://www.whitehouse.gov/sitedtliéaiomb/assets/omb/memoranda/fy 2 @5 05

The Memorandum also directed NIST to develop the technical infrastructure (standards and testing
necessary to support wche adoption of IPv6ernils. gvernment. In response, NIST developed

a tehnical standards profile for USG acquisition of IPv6 hosts, routers and network protection devic
Use of the NIST technical standards and testing for USG Acquisition is codified in the FAR.
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2.2 IPv6 Federal Acquisition Regulations (FAR)

DoD GSA, and NASA published a proposed rule in the Federal Register at 71 FR 50011, August 24
2006, to amend the FAR to ensure that all new IT acquisitions using Internet Protocol are IPv6
compliant. The Civilian Agency Acquisition Council and theqDesiginseRegulations Council

issued a final rule amending the FAR to requiredbatpdiRu@ products be included in all new IT
acquisitions using Internet Protocol effective December 10, 2009.

2.2.1 Current Applicable FAReRisions
FAR 7.105(b)(4)

(imFor information technology acquisitions using Internet Protocol, discuss whether the requirement
documents include the Internet Protocol compliance requirements specified in 11.002(g) or a waive
these requirements has been granted by thhetageht@drnation Officer.

FAR 11.002(g)

(9) Unless the agency Chief Information Officer waives the requirement, when acquiring informatior
technology using Internet Protocol, the requirements documents must include reference to the
appropriate technicaladslties defined in the USGv6 Profile (NIST Special PubRéatjan800

the corresponding declarations of conformance defined in the USGv6 Test Program. The applicabil
IPv6 to agency networks, infrastructure, and applications speciéitaododiiions will be in

accordance wdtandards identifiedtih e agencyb6s Enterprise-Archit
0522 dated August 2, 2005).

FAR 12.202(¢)

(e) When acquiring information technology using Internet Protocol, agaméethenust incl
appropriate Internet Protocol compliance requirements in accordance with 11.002(Qg).

FAR 39.101(e)

(e) When acquiring information technology using Internet Protocol, agencies must include the
appropriate Internet Protocol compliance requirancamtiaimce with 11.002(g).

2.2.2 Acquisition Guidance

It is detailed in the FAR thanhey acquisition processes will be modified tEpieciiickiorf

required IPv6 capabilities as defined by USGv6 Profile (NIST Special R2éXicatidritg00
coresponding declarations of conformance defined in the USGv6 TadtdResggdrin section

2.7 of this documemt)ese processes and procedures also need to address procurement of services
as well as products.

The acquisition of IPv4ARagRd netwoairkrastructure is a collaborative effort between technical and
acquisition resourcasd betwedmanciaand mission managemkins recommended that €ross
functionaeam be empaneled to devetmmayspecific processes and procedures addressing their
requirementbat can be updated over imappropriat€hese services specifications are not

limited to ISP services. They may also include access methods for provision of application services.
incluchg cloud provision.
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2.2.2.1 Background

During the 1a1®80sthe Public Switched Telephone Network migrated from analog to digital
technology utilizing a series of technical specifications and protocols labeled Integrated Services Di
Network (ISDN$DNncluded a large number of protocatsjaipanertonfiguration optidngt

were not standardized untivaydthrough the deployment, which hamperededeesngeproduct
development, roll@utd use for years.

During the initial analysis of tkieGé¥meration Network Protbeas determingxht IPv6 would

not be backwards compatible withrnéisdecisiospawned a collection of IPv6 prdteetols

would replace their existing IPv4 countégavisid the pitfalls experienced wittatisiional

steps need to be taken inclgtingard protocol features and configurations for different classes of
devices. Hensive testinfithesstandard network and device features aonddanoultiple
scenariomustbe completed.

Governmeand industry expeatevelopedarious IPv6 test and interoperability networks, protocol

test and certification mettasisiell as a minimum set of standard IPv6 protocols amal well know
options that support IPv6 network operations. The DefensenBé&segindeang Network (DREN)

was tasked with being the initial USG IPv6 test and evaluation network prior to wider adoption by ot
parts of thgovernment. Networking experts at NIST had e lielté protocol developments.

As part of the initaMB directiyvtheydevelopeboth standard product profiles and test and

certification processes for USG deployment te pastd DN deployment issues.

2.2.2.2 Equipment Profiles

Three types of network attached devices (sets of functions or capaittitresjonrters, end

userand network protection deAeggsdevice that routes packets, whether it is a router or a server
with multiple interfaces that is running a routing application, is considetied dendageis not a
routebut isusal to protect the network, sereemther deviceken itis a network protection device.
Everything else iseard user device.

2.2.2.3 Example Case

Organizations with large networks usually develop a standard set of router and switoh configuration
deploy across their networks intordaprove service and reduce maintenandsarsesxample,
supposanorganization has two sizes of field offices, a regional office, ,Gatd beatiyaarters.

The smaller field offices have 16/24 porwwitlif€isinterfacegile the larger field offices have the

same 16/24/32 port routers with fractional T3 (Frac T3) circuits that terminate at the closest regiona
office. Regional offices connect to at least two of the data cenBersavitie QiGrend

headquarters also connects to at least two data centers with3uuwtpleet©ns. The data

centers are the gateways to the Internet and other networks are interconnected to each other by
fractional Q@38(c) connections. If the offices aectamhto a service provider netwarkhth

or g an irautars ancbswitclsesuldbe onnect ed by Gi gE to the sert
would terminate these circuits.

Thissamplerganization is lookimgeplace T1 amddionall 3 pointo-point circuits with service
provider based MPLS/ VPN ficloudo connections.
and switching hardware was upgraded to the latest firmware supporting version 2.0 of production IF
code, memory upgradesemade to higher capacity chipsd a | | router and swi
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brought up to latest tested, secured production release. This network has a two router vendor policy
mixed devices in the field and one of each at the data centers and.headquarte

As this organizatpmoceeds tadd new field offices and enhance backbone intercaghaectivity
purchase® support these effaritireed to follow tRAR regulations on IPv6 compliance and
supporfThe organization dsmld a project teaconsistingf Network Engineering and Operations,
Server support, #hd procurement. Té@mcontactheir two wedhown router vendors and

request aryupplier's Declaration of Conf@@&DiB/S) onany existing or new equiprtivork
EngineeringhdOperationpersonnalump router configurations, firewall logs and protocol dumps of
major links identifying all protocols on the network. Server support identifies all higher layer applicat
protocols. Network Engineering cah&tn{ddheir Interior Gateway Router Protocol, the router to
router protocol used within the Agencies, rei@&land (2) the ExtefBateway Router Protocol,

the router to router protocol that is used to advertise the Agencies prefixestinteenegdst of th
BGP4

The network engineering and server support groups have some unresolved questions on IPv6 link |
protocols and their potentiadaction with IPv4 in astaaked environment. This is acgreadly

without the neetla fulime test lab, so through an earlier formal agreement vagfe acyistey

run a shared network test lab as they also have some common router configurations. Both service
providers who are vying for the MPLS service contract have IPv6 téisiraiadsriteayréor a

smallde can also be used for IPv6 testing.

The twagencie§rocurement graigpmmunicate @sues of common intetestagliscovered
that the sistagency has already filled out the IPv6whatthewas added to the egistandard
IPv4 router requirements profile they had been using to purchase for several years.

A wider discussion of the relative responsibilities of praxdidnudintés given in the USGv6
Buyers Guidedtp://www.antd.nist.gov/usgv6/BuyersGuiger lasliimmany the relevant
amendments, refehtip://edocket.access.qpo.qov/200928889pdiTo reviethese
amendments in their full context, rfefi@stéwww.acquisition.gov/far/index.html
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2.3 Federal IPv6 Task Force

Federal ClO Council
Executive Chair: Jeffrey Zients
Director: Steven VanRoekel

Strategy and Planning
Committee (SPC)
Co-Chair; Simon Szykman
Co-Chair: Linda Cureton

Technology Infrastructure Subcommittee

Co-Chair Co-Chair
(NIST) (DHS)
Charles Romine Bobbie Stempfley

Federal IPv6
Initiative
Contractor
Support

Federal Chief [l
Architect '

Federal

Scott Bernard ,;V; I;?ask

Force Chair Co-Chair

(DOE) (DOJ-FBI)

O.MB Lead Peter Tseronis Bobby Flaim

Policy Analyst
Carol Bales

ACT-IAC
Chris
Chroniger

] fephe R ¥
Montgomery @ Nightingale Broersma Donalan
(NIST) (NIST) (DoD DREN) (DHS)

Industry i
Collaboration

Federal IPv6 Interagency Working Groups

Technical Sub Team IT Management Sub Team Outreach Sub Team

Stu Mitchell, Chair (DOI) Don Beaver, Co-Chair (GSA) ‘ -
Luis Gonzalez, Co-Chair (DHS) Steven Pirzchalski, Chair (VA)

Figure2. Federal IPv6 Governance Framework

In order to provide better guidance and coordination, the Federal IPwWhaSestklblmiced to
help guide agencies through the IPv6 transitiorgproddlefence source not fouddpicts the
Federal IPv6 Governance Framework.

2.4 Sample Agency Timelines

2.4.1 Sample Federal Agency Execution Timeline

The IPv6 Outred@liWorking ®up described in section 3@e&hared a sample execution
timeline for agencies in meéen@MRlirected IPv6 transition milestohedirst timelirghown in
Figure3, describethe 2012 milestene
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Sample Agency IPv6 Execufiagmelin
2012 Public Facing Execution
Network Connectivity

Internet GatewalP¥6Enabled
Internet GatewalP6Enabled
Internet GatewalP¥6Enabled
Internet GatewalP4/6Enabled
Addressing

ISP Provided IPv6 Addresses
Announce Agency

Routing

BasidPv6 Routing

IPv6 BGP Routing Gateway 1
IPv6 BGP Routing Gateway 2
IPv6 BGP Routing Gateway 3
IPv6 BGP Routing Gateway 4
IPv6 Mulhome Routing
Domain Name Services (DNS)
nsl IPv6 Enabled

ns2 IPv6 Enabled

Ns3 IPv6 Enabled

ns4 IPv6 Enabled

.

~

Key Stakeholders

—
N
External —

Networx or Other Carri{in i

(ISP)

N
Networx or Other Carrifi ¥l
(ISP) ARIN C .

.

| .
Networx or Other Carrifiui
(ISP) Routing Vendors [l

.

GSA (.gov) DNS Provi(==
-

Primary Agency Domain (www.agency.com)

Phase 1

Phase 2

Mail

Inbound SMTP IPv6 Enabled
Outbound SMTP IPv6 Enabled

Security

DMZ Basic IPv6 Security

DMZ Comparalia/6 Security

Full IPv6 Security

Network Management

Basic IPv6 Network Management
Comparable IPv6 Network Managen
Full IPv6é Network Management
Public Facing Domains

1 Publi€¢acing Domain IPv6 Enabled
35% Public Facing Domains IPv6 Er
100% Public Facing Domains IPv6 E
Pilots

Mission Pilots

Cloud/Hosting Providel}
Web Vendors

Cloud Hosting Providelliiiii s
SMTP/Mail Security ..
Vendors

MTIPS/TICAP Providell
SMTP/Mail Security SR
Vendors | [ ]

Network Management
Vendors

Cloud/Hosting Providel
Web Vendors

Impacted
Vendors/Providers

Legend:]
Figure3. Timeline for 2012 Milestones

Milestone

:O1

.
.

06/1

. O

.
~

12/1

06/1<¢~
12/1¢ 0

In Progress:  Completed
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