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Executive Summary 
The Internet is changing. The current network protocol, Internet Protocol, version 4 (IPv4), has reached 
the end of its life, and to maintain connectivity with its constituents the United States (U.S.) Federal 
Government must provide leadership on the process of evolving to the next Internet Protocol, version 6 
(IPv6). The current Federal efforts were established to ensure the Federal Governmentôs business 
continuity as the legacy Internet based on IPv4 can no longer expand to meet demand. On February 3rd   
2011, the last available IPv4 addresses were released regionally for consumption. The Asia Pacific 
region exhausted its supply in April 2011, and the European and North American regionôs supplies are 
projected to follow shortly. 

However, there is more to the IPv6 transition than achieving the basic objective of providing additional 
addresses.  As Federal agencies integrate IPv6 within their current operations, they also have the 
opportunity to employ the new technology to optimize and enhance their business functions. The 
technological advances provided by the new protocol will enable agencies to significantly enhance their 
mission capability by removing the limiting technology of the legacy protocol, IPv4, and adopting IPv6 as 
the new standard for supporting operational efficiency. 

The Federal Government has long recognized the importance of the transition to IPv6. In August 2005, 
the Office of Management and Budget (OMB) issued Memorandum M-05-22, ñTransition Planning for 
Internet Protocol Version 6 (IPv6)ò requiring the deployment of IPv6 on Federal Government network 
backbones by June 2008. While Federal agencies have achieved the objectives of that directive, 
feedback from the Departments indicated that continued adoption of IPv6 within Federal enterprises 
required additional guidance.  

Accordingly, the Federal Chief Information Officers (CIO) Council took action to develop and issue well-
defined private/public best practices guidelines in the initial ñPlanning Guide/Roadmap toward IPv6 
Adoption within the U.S. Governmentò (the ñRoadmapò) released in May 2009. Given the technical 
complexities involved with full enterprise transitions, as well as the fast approaching world-wide 
exhaustion of IPv4 addresses, OMB released a subsequent memorandum (entitled ñTransition to IPv6ò) 
in September of 2010. This memorandum stipulated enterprise goals and deadlines for all Federal 
agencies and referenced the May 2009 Roadmap as the foundational planning document for use by all 
agencies. 

This document is the latest version of the Roadmap, and is the key guidance document for supporting 
Federal agencies in their achievement of the 2012 and 2014 objectives, as well as the strategic vision for 
beyond 2014. This document has the same foundational elements instituted in the original Roadmap, 
and has been updated to reflect the three years of experience (from both the public and private sectors) 
since original publication. The sections of the document comprise all aspects of a successful transition 
and now include practical experience from those directly engaged in IPv6 activities, combining 
programmatic (including Clinger-Cohen Act compliance), technical, cybersecurity, and Federal 
acquisition elements, as well as the suggested interactions with other Federally mandated technical 
efforts such as the Trusted Internet Connection (TIC). 

  



Planning Guide/Roadmap Toward IPv6 Adoption within the U.S. Government 

July 2012  Page 2 

1. Introduction 
The U.S. Federal Government is engaged in the effort to sustain its Internet connectivity with its 
constituents and business partners (both public and private) as the Internet evolves to the next Internet 
Protocol, version 6 (IPv6). The ñTransition to IPv6ò directive issued on September 28th, 2010 by the 
Federal CIO is intended to ensure the Federal Governmentôs business continuity since the legacy 
Internet can no longer expand to meet demand. The directiveôs phased objectives, set respectively for 
end of FY2012 and FY2014, allow the appropriate resources to be brought to bear to accomplish the 
objectives, but there is more to be gained than simply achieving the objective of providing additional IP 
addresses. As Federal agencies integrate IPv6 within their current operations, they also have the 
opportunity to employ the new technology to optimize and enhance their business functions. The 
technological advances provided by the new protocol enable agencies to significantly enhance their 
mission capability by removing the limiting technology of the legacy protocol, IPv4, and adopting IPv6 as 
the new standard for supporting operational efficiency. 

The purpose of this Roadmap is to provide Federal Government agency leaders with practical and 
actionable industry and Federal agency best practices guidelines on how to successfully integrate IPv6 
within their enterprises. The Roadmap has been updated from the original published in 2009 to provide 
the Federal Governmentôs IPv6 history, vision, current goals, and deadlines. Based on the information 
provided in this document, agency Chief Information Officers (CIO), IPv6 Transition Managers, Chief 
Enterprise Architects, and Chief Acquisition Officers (CAO) should assess their agencyôs progress 
towards IPv6 adoption. This includes critical assessment of their current plans and planning efforts in 
meeting the FY2012 and FY2014 objectives. 

1.1 Background 

Businesses have embraced the Internet in order to increase the variety of services offered and to reduce 
the cost of providing these services to growing numbers of customers. The current Internet is a 
commercialization of a U.S.-funded (Defense) Advanced Research Project Agency (ARPA) project that 
began in the 1960ôs and is a key source of technological leadership as well as humanitarian and 
economic benefit to the United States and the world. The protocol that established the current Internet is 
IPv4 which only has 4.3 billion addresses. 

In the mid to late 1990s, after thirty years of meteoric Internet growth, a major technology refresh was 
developed and deployed for the underlying communications technology of the Internet and the World 
Wide Web (www). This included implementation of high-speed fiber optic communications links 
transmitting data at speeds of over one terabit per second (Tbps). High speed routers and switches are 
being deployed to route, switch and deliver data to large virtualized data centers and high speed 
consumer, business, and government networks. These systems are capable of handling electronic traffic 
for hundreds of millions to billions of attached devices. Currently, the number of wireless devices 
connected to the network has exceeded one billion.  

In the same timeframe the Internet community in cooperation with U.S. and other governments, began 
developing the required protocol components of the Next Generation Internet Network protocol, IPv6. 
One of the underlying reasons for the development of IPv6 was the projected exhaustion of the 4.3 
billion IPv4 addresses. Due to the economic demand of greater ñinformation accessibilityò across the 
Internet, a high performance infrastructure is being deployed very aggressively to meet data and mobile 
computing requirements, while the deployment of the IPv6 protocols has not kept pace. For this Next 
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Generation ñSuperò Internet to operate effectively and reliably, while serving the ever expanding 
customer base, the IPv6 protocol must be universally implemented to allow the functional growth of the 
Internet as we know it. The current Internet has brought tremendous humanitarian, open government 
and economic benefit; it is in the best interests of the United States to continue to grow, support and 
expand these systems in order to provide increased connectivity and thus benefits.  

Currently both IPv4 (the legacy version of IP) and IPv6 are being used on the Internet, but IPv4 is, by far, 
still the dominate protocol because of its legacy deployment. IPv6 traffic growth is inevitable due to the 
current state of IPv4 address exhaustion, creating an extreme supply and demand curve and required to 
support communications between the USG and its citizens and business partners worldwide. Agencies 
not only need to meet the 2012 and 2014 deadlines to achieve business continuity across the Internet, 
but they need to be able to leverage IPv6 protocol capabilities and ensure compatibility with new Internet 
services. 

1.2 Adoption Benefits 

The IPv6 protocol is the enabler of ultra-high performance networks providing for more efficient 
interconnection between bandwidth intensive Web and information services and their customers. The 
benefits of IPv6 include: 

Á Improves government operations for: 

ï Streamlining services for more citizens and citizen 
groups 

ï Improving of both the quality and delivery of 
Education and Healthcare in all areas of the 
country 

ï Fostering environmental and energy monitoring 
and control 

Á Increases economic activity and increases jobs for 
urban and rural areas 

Á Supports remote and mobile offices and telework sites 

Á Fosters high speed equal Internet access for all 

Á Supports Continuity of Operations (COOP) for 
agencies 

Some Federal initiatives supported include: 

Á ñCloud Firstò policy for secured Cloud Computing 

Á Federal Data Center Consolidation Initiative 

Á Transparent Government 

Á Digital Government Strategy 

1.3 Guidance 

To address the impending exhaustion of the IPv4 address pool and in fostering these policies and 
benefits, on September 28, 2010, the Office of the Federal Chief Information Officer issued a 
Memorandum for Chief Information Officers of Executive Departments and Agencies, titled ñTransition to 
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IPv6,ò which detailed the Federal Governmentôs commitment 
to the operational deployment and use of IPv6. The memo 
states that OMB will work with the National Institute of 
Standards and Technology (NIST) to continue the evolution 
and implementation of the USGv6 Profile and Testing 
Program and provides guidance and deliverables agencies 
are required to achieve.  

1.4 Our Business Situation 

Action is needed by the U.S. government in order to sustain our business continuity and retain our 
nationôs technical and market leadership in the Internet sector thus expanding and improving services for 
Americaôs citizens. Already, there has been significant progress by foreign governments to reap the 
advantages of early IPv6 deployment, including: 

Á The European Commission  

ï i2010 initiative, an action plan to see IPv6 widely deployed in Europe by 2010 

Á Australia 

ï A Strategy for the Implementation of IPv6 in Australian Government Agencies - July 2009 

Á Peoples Republic of China 

ï Next Generation Internet project (CNGI), is a five-year plan with the objective of cornering a 
significant proportion of the Internet space by implementing IPv6 early. China showcased 
CNGI and its IPv6 network infrastructure at the 2008 Olympics in Beijing, using IPv6 to network 
everything from security cameras and taxis, to the Olympic eventsô cameras.  

Á Hong Kong 

ï http://www.ogcio.gov.hk/en/business/tech_promotion/ipv6/ipv6_development_in_hk.htm  

A presentation at the IPv6 Transition Conference APRICOT-APAN 2011 
http://www.apricot.net/apricot2011/media/CK-Ng-APRICOT-APAN-HKG-IPv6.pdf 

Á India 

ï The Government of India, Ministry of Communications and Information Technology, 
Department of Telecommunicationôs IPv6 Deployment Road Map, includes policy for: 

Á All major service providers (having at least 10,000 Internet customers or STM-1 
bandwidth) will target to handle IPv6 traffic and offer IPv6 services by December 2011 

Á All central and State government ministries and departments, including its PSUs, shall 
start using IPv6 services by March 2012 

Á Indonesia 

ï IPv6 Development Updates in Indonesia Working on Building Awareness of IPv6 -  Published 
by Indonesia IPv6 Task-Force 

Á Japan 

ï Overview Report: Study Group on Internet's Smooth Transition to IPv6 (Tentative Translation) 
- Issued by the Ministry of Internal Affairs and Communications (MIC), Japan, June 2008 

ï Report: Study Group on Internet's Smooth Transition to IPv6 (Tentative Translation) - Issued 
by the Ministry of Internal Affairs and Communications (MIC), Japan, June 2008 

http://www.finance.gov.au/e-government/infrastructure/docs/Endorsed_Strategy_for_the_Transition_to_IPv6_for_Australian_Government_agencies.pdf
http://www.ogcio.gov.hk/en/business/tech_promotion/ipv6/ipv6_development_in_hk.htm
http://www.apricot.net/apricot2011/media/CK-Ng-APRICOT-APAN-HKG-IPv6.pdf
http://www.ipv6.org.tw/summit2008/doc/2-3-5.pdf
http://www.soumu.go.jp/joho_tsusin/eng/pdf/080617_2.pdf
http://www.soumu.go.jp/joho_tsusin/eng/pdf/080617_1.pdf
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Á Korea 

ï IPv6 Deployment in Korea - by Mr. Park, Syung-Kyoo, National Internet Development Agency 
of Korea (NIDA), September 2008 

Á Malaysia 

ï Moving The Nation TowardsIPv6-Enabled by 2010: Policy and Regulatory Matters - Issued by 
the Malaysian Communications and Multimedia Commission, Malaysia, November 2007 

Á Singapore 

ï Singapore Internet Protocol Version 6 (IPv6) Profile, 2 Jan 2012 

ï Information Paper: Internet Protocol version 6 Phase 2 Transition Plans for Singapore, April 
2011 - Issued by the Info-Communications Development Authority (iDA), Singapore 

ï Report for iDA, IPv6 adoption guide for Singapore, 15 March 2011 - Published by Analysis 
Mason and Tech Mahindra 

ï Information Paper: Internet Protocol version 6 Transition Plans for Singapore, June 2006 - 
Issued by the Info-Communications Development Authority (iDA), Singapore 

Á Taiwan 

ï Taiwan IPv6 Deployment Current Status - by Sheng-Wei Kuo, Taiwan Network and Information 
Center (TWNIC), February, 2008 

IPv6 provides valuable benefits to agencies by facilitating an improvement in operational efficiencies and 
citizen services. Many of these benefits will not be fully realized until more complete IPv6 adoption is 
achieved. Examples of IPv6 benefits include: 

Á Addressing and Routing: IPv6ôs extremely large address space enables global connectivity to 
many more electronic devicesðmobile phones, laptops, in-vehicle computers, televisions, 
cameras, building sensors, medical devices, etc. 

Á Security: IPv6ôs security, when enabled and configured with the appropriate key infrastructure, 
comes in the form of IPsec, which allows authentication, encryption, and integrity protection at the 
network layer. 

Á Address Auto-Configuration: IPv6 address auto-configuration enables simple devices to achieve 
out of the box plug-and-play network access that is the key to self-organizing networks. 

Á Support for Mobile Devices: IPv6-enabled applications can benefit from seamless mobility. The 
mobility comes in the form of Mobile IPv6, which allows devices to roam among different networks 
without losing their network connectivity. 

Á Peer-to-Peer (P2P) Communication Tools that Can Improve Interagency Collaboration: True 
end-to-end connectivity, enabled by the IPv6 address space and elimination of network address 
translation (NAT), will allow the optimization of media-streaming applications. This will allow timely 
video feeds and quality-rich information to be easily distributed to millions of locations. 

IPv6 supports an integrated, well-architected platform with all the aforementioned benefits, as well as 
headroom for future growth and enhancement.  

However, in order to realize the benefits offered by IPv6, it is important that the Federal Government 
continue the process of architecting and deploying secure IPv6-enabled network services. 

http://www.ipv6.org.tw/summit2008/doc/2-2-1.pdf
http://www.ktak.gov.my/system/uploaded/files/ipv6_sp4.ppt
http://www.ida.gov.sg/doc/Policies%20and%20Regulation/Policies_and_Regulation_Level2/20060424161505/IDARSIPv6.pdf
http://www.ida.gov.sg/doc/Policies%20and%20Regulation/Policies_and_Regulation_Level2/20060928171439/IPv6%20Public%20Update%20Paper%202011.pdf
http://www.ida.gov.sg/doc/Policies%20and%20Regulation/Policies_and_Regulation_Level2/20060928171439/IPv6%20Public%20Update%20Paper%202011.pdf
http://www.google.com/url?sa=t&source=web&cd=1&ved=0CBUQFjAA&url=http%3A%2F%2Fwww.ida.gov.sg%2Fimages%2Fcontent%2FTechnology%2FTechnology_Level1%2Fipv6%2Fdownload%2FIPv6AdoptionGuideforSingapore.pdf&rct=j&q=IPv6%20Adoption%20Guide%20for%20Singapore&ei=Y65RTvKNIuSAmQXkkZzUBg&usg=AFQjCNFWBLQAr8rwijGbO4lTTut_IRKxsA&cad=rja
http://www.ida.gov.sg/doc/Policies%20and%20Regulation/Policies_and_Regulation_Level2/white_papers/p-IPv6_white_paper_v2__posted_.pdf
http://www.ap-ipv6tf.org/meetings/summit2008/CII3.pdf
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The adoption of several technology solutions, Classless Inter-Domain Routing (CIDR) addressing, 
Network Address Translation (NAT), and Port Address Translation (PAT), all helped extend the life-span 
and availability of IPv4. While some Federal agencies may have enough IPv4 space allocated to support 
their needs for the foreseeable future, the Internet Assigned Numbers Authority (IANA) address pool 
was exhausted in January 2011, and several Regional Internet Registries (RIR) exhausted their 
allocations in April 2011. The remaining RIRs expect exhaustion within the next two years.  

Demand levels for addresses continue to accelerate due to 
rapid population growth; mass-market broadband 
deployment; the demand for globally unique addresses for 
applications such as Voice over IP (VoIP); the addition of 
network addressable devices such as mobile phones and 
sensors to the Internet; and continuing adoption of cloud 
computing. One of the main advantages of IPv6 is that it re-
establishes the P2P connection that was difficult in IPv4 due 
to Network Address Translation (NAT). IPv6 greatly simplifies 
the deployment of the Next Generation of the Internet 
services and technologies, sometimes called the ñInternet of 
Things,ò providing the ñplug and playò experience. 

It is important to note that without a concentrated effort by 
Federal agencies to effectively and efficiently deploy secure 
IPv6 network services, the U.S. governmentôs technical 
advancement and ability to meet its mission needs will be 
critically impacted. The remainder of this document discusses 
the topics above in greater detail. 
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2. Federal Transition Components 
Early initiatives led by the U.S. Department of Defense (DoD) and the Office of Management and Budget 
(OMB) drove agencies to demonstrate progress in areas of standardization and testing/certification to 
prepare for eventual government-wide IPv6 integration and transition. 

2.1 OMB Guidance 

2.1.1 OMB September 2010 Memorandum 

On September 28, 2010, the Federal Chief Information Officer issued a Memorandum For Chief 
Information Officers of Executive Departments and Agencies titled ñTransition to IPv6ò 
(http://www.cio.gov/documents/IPv6memofinal.pdf), stating that the Federal Government is committed to 
the operational deployment and use of Internet Protocol version 6 (IPv6). The memo describes specific 
steps for agencies to take to expedite the operational deployment and use of IPv6. It went on to explain 
that the Federal Government must transition to IPv6 in order to:  

Á Enable the successful deployment and expansion of key Federal Information Technology (IT) 
modernization initiatives, such as Cloud Computing, Broadband, and SmartGrid, which rely on 
robust, scalable Internet networks. 

Á Reduce complexity and increase transparency of Internet services by eliminating the architectural 
need to rely on Network Address Translation (NAT) technologies.  

Á Enable ubiquitous security services for end-to-end network communications that will serve as the 
foundation for securing future Federal IT systems. 

Á Enable the Internet to continue to operate efficiently through an integrated, well-architected 
networking platform and to accommodate the future expansion of Internet-based services.  

To facilitate timely and effective IPv6 adoption, agencies were asked to:  

Á Upgrade public/external facing servers and services (e.g. Web, email, DNS, ISP services, etc.) to 
operationally use native IPv6 by the end of FY 2012. 

Á Upgrade internal client applications that communicate with public Internet servers and supporting 
enterprise networks to operationally use native IPv6 by the end of FY 2014. 

Á Designate an IPv6 Transition Manager and submit his or her name, title, and contact information to 
IPv6@omb.eop.gov by October 30, 2010. The IPv6 Transition Manager is to serve as the person 
responsible for leading the agencyôs IPv6 transition activities and will liaison with the wider Federal 
IPv6 effort as necessary. 

Á Ensure agency procurements of networked IT comply with FAR requirements for use of the USGv6 
Profile and Test Program for the completeness and quality of their IPv6 capabilities.  

To facilitate the Federal Governmentôs adoption of IPv6, OMB will work with the National Institute of 
Standards and Technology (NIST) to continue the evolution and implementation of the USGv6 Profile 
and Testing Program. This Program provides the technical basis for expressing requirements for IPv6 
technologies and tests commercial productsô support of corresponding capabilities. 

"NIST has implemented a tool to estimate the extent and quality of IPv6 (and DNSSEC) deployment in USG, 
industry and educational networks. Output from this tool can be used to sample agencies progress towards 

http://www.cio.gov/documents/IPv6memofinal.pdf
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the 2012 directive goals. This Website is available at: http://usgv6-deploymon.antd.nist.gov/cgi-
bin/generate-gov. Figure 1, is a partial sample from the website for July 2012. 

Transition Managers are advised to check the deployment monitor to verify the accuracy of their list of 
websites, domains, and mail services that are being monitored. 

 

Figure 1. View of IPv6 Deployment Monitor 

2.1.2 Agency Transition Plans 

All Federal Government agency leaders were asked to complete an IPv6 Transition Plan, based on a 
template provided by OMB, by April 2011 to:  

Á Upgrade public/external facing servers and services (e.g. Web, email, DNS, ISP services, etc.) to 
operationally use native IPv6 by the end of Fiscal Year 2012. 

Á Upgrade internal client applications that communicate with public Internet servers and supporting 
enterprise networks to operationally use native IPv6 by the end of Fiscal Year 2014.  

2.1.3 OMB Memorandum MȤ05Ȥ22 

OMB Memorandum M-05-22, issued August 2, 2005, laid the groundwork for the early stages of 
integration by requiring Federal agencies, specifically agency CIOs, to confirm that agencies had 
successfully demonstrated IPv6 capability over IP backbone networks and reported by June 30, 2008. 
The memo, broadly circulated among government and industry, specified the critical timeline in which 
IPv6 readiness had to be satisfactorily demonstrated across the Federal Government. A copy of the 
OMB Memorandum M-05-22 is available online at: 
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf. 

The Memorandum also directed NIST to develop the technical infrastructure (standards and testing) 
necessary to support wide-scale adoption of IPv6 in the U.S. government. In response, NIST developed 
a technical standards profile for USG acquisition of IPv6 hosts, routers and network protection devices. 
Use of the NIST technical standards and testing for USG Acquisition is codified in the FAR. 

http://usgv6-deploymon.antd.nist.gov/cgi-bin/generate-gov
http://usgv6-deploymon.antd.nist.gov/cgi-bin/generate-gov
http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2005/m05-22.pdf
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2.2 IPv6 Federal Acquisition Regulations (FAR) 

DoD, GSA, and NASA published a proposed rule in the Federal Register at 71 FR 50011, August 24, 
2006, to amend the FAR to ensure that all new IT acquisitions using Internet Protocol are IPv6 
compliant. The Civilian Agency Acquisition Council and the Defense Acquisition Regulations Council  
issued a final rule amending the FAR to require that IPv6-compliant products be included in all new IT 
acquisitions using Internet Protocol effective December 10, 2009. 

2.2.1 Current Applicable FAR Previsions 

FAR 7.105(b)(4) 

(iii) For information technology acquisitions using Internet Protocol, discuss whether the requirements 
documents include the Internet Protocol compliance requirements specified in 11.002(g) or a waiver of 
these requirements has been granted by the agencyôs Chief Information Officer.  

FAR 11.002(g) 

(g) Unless the agency Chief Information Officer waives the requirement, when acquiring information 
technology using Internet Protocol, the requirements documents must include reference to the 
appropriate technical capabilities defined in the USGv6 Profile (NIST Special Publication 500-267) and 
the corresponding declarations of conformance defined in the USGv6 Test Program. The applicability of 
IPv6 to agency networks, infrastructure, and applications specific to individual acquisitions will be in 
accordance with standards identified in the agencyôs Enterprise Architecture (see OMB Memorandum M-
05-22 dated August 2, 2005). 

FAR 12.202(e) 

(e) When acquiring information technology using Internet Protocol, agencies must include the 
appropriate Internet Protocol compliance requirements in accordance with 11.002(g). 

FAR 39.101(e) 

(e) When acquiring information technology using Internet Protocol, agencies must include the 
appropriate Internet Protocol compliance requirements in accordance with 11.002(g).  

2.2.2 Acquisition Guidance 

It is detailed in the FAR that agency acquisition processes will be modified to include specification of 
required IPv6 capabilities as defined by USGv6 Profile (NIST Special Publication 500-267) and the 
corresponding declarations of conformance defined in the USGv6 Test Program (addressed in section 
2.7 of this document). These processes and procedures also need to address procurement of services 
as well as products. 

The acquisition of IPv4/IPv6-based network infrastructure is a collaborative effort between technical and 
acquisition resources, and between financial and mission management. It is recommended that cross-
functional teams be empaneled to develop agency-specific processes and procedures addressing their 
requirements that can be updated over time, as appropriate. These services specifications are not 
limited to ISP services. They may also include access methods for provision of application services, 
including cloud provision. 
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2.2.2.1 Background 

During the late 1980s, the Public Switched Telephone Network migrated from analog to digital 
technology utilizing a series of technical specifications and protocols labeled Integrated Services Digital 
Network (ISDN). ISDN included a large number of protocols and equipment configuration options that 
were not standardized until mid-way through the deployment, which hampered service delivery, product 
development, rollout, and use for years.  

During the initial analysis of the Next Generation Network Protocol, it was determined that IPv6 would 
not be backwards compatible with IPv4 and this decision spawned a collection of IPv6 protocols that 
would replace their existing IPv4 counterparts. To avoid the pitfalls experienced with ISDN additional 
steps need to be taken including standard protocol features and configurations for different classes of 
devices. Extensive testing of these standard network and device features and functions in multiple 
scenarios must be completed. 

Government and industry experts developed various IPv6 test and interoperability networks, protocol 
test and certification methods, as well as a minimum set of standard IPv6 protocols and well known 
options that support IPv6 network operations. The Defense Research and Engineering Network (DREN) 
was tasked with being the initial USG IPv6 test and evaluation network prior to wider adoption by other 
parts of the government. Networking experts at NIST had been following IPv6 protocol developments. 
As part of the initial OMB directive, they developed both standard product profiles and test and 
certification processes for USG deployment to avoid the past ISDN deployment issues.  

2.2.2.2 Equipment Profiles 

Three types of network attached devices (sets of functions or capabilities) were defined: routers, end 
user, and network protection devices. Any device that routes packets, whether it is a router or a server 
with multiple interfaces that is running a routing application, is considered a router. If the device is not a 
router but is used to protect the network, servers, or other devices, then it is a network protection device. 
Everything else is an end user device. 

2.2.2.3 Example Case  

Organizations with large networks usually develop a standard set of router and switch configurations to 
deploy across their networks in order to improve service and reduce maintenance costs. As an example, 
suppose an organization has two sizes of field offices, a regional office, data centers, and headquarters. 
The smaller field offices have 16/24 port routers with T1 interfaces, while the larger field offices have the 
same 16/24/32 port routers with fractional T3 (Frac T3) circuits that terminate at the closest regional 
office. Regional offices connect to at least two of the data centers with OC-3c connections, and 
headquarters also connects to at least two data centers with multiple OC-3c connections. The data 
centers are the gateways to the Internet and other networks are interconnected to each other by 
fractional OC-48(c) connections. If the offices are connected to a service provider network, then the 
organizationôs routers and switches would be connected by GigE to the service providerôs routers that 
would terminate these circuits. 

This sample organization is looking to replace T1 and fractional T3 point-to-point circuits with service 
provider based MPLS/VPN ñcloudò connections. During the last two tech refresh cycles, all router control 
and switching hardware was upgraded to the latest firmware supporting version 2.0 of production IPv6 
code, memory upgrades were made to higher capacity chips, and all router and switch OSôs were 
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brought up to latest tested, secured production release. This network has a two router vendor policy with 
mixed devices in the field and one of each at the data centers and headquarters.  

As this organization proceeds to add new field offices and enhance backbone interconnectivity, the 
purchases to support these efforts will need to follow the FAR regulations on IPv6 compliance and 
support. The organization also builds a project team consisting of Network Engineering and Operations, 
Server support, IT, and procurement. The team contacts their two well-known router vendors and 
request any Supplier's Declaration of Conformity (SDOCs) on any existing or new equipment. Network 
Engineering and Operations personnel dump router configurations, firewall logs and protocol dumps of 
major links identifying all protocols on the network. Server support identifies all higher layer application 
protocols. Network Engineering confirms that: (1) their Interior Gateway Router Protocol, the router to 
router protocol used within the Agencies network, is IS-IS; and (2) the Exterior Gateway Router Protocol, 
the router to router protocol that is used to advertise the Agencies prefixes to the rest of the Internet, is 
BGP4.  

The network engineering and server support groups have some unresolved questions on IPv6 link layer 
protocols and their potential interaction with IPv4 in a dual-stacked environment. This is a small agency 
without the need of a full-time test lab, so through an earlier formal agreement with a sister agency, they 
run a shared network test lab as they also have some common router configurations. Both service 
providers who are vying for the MPLS service contract have IPv6 test and integration labs that for a 
small fee can also be used for IPv6 testing. 

The two agenciesô procurement groups communicate on issues of common interest. It was discovered 
that the sister agency has already filled out the IPv6 profile, which was added to the existing standard 
IPv4 router requirements profile they had been using to purchase for several years. 

A wider discussion of the relative responsibilities of procurement and IT offices is given in the USGv6 
Buyers Guide at http://www.antd.nist.gov/usgv6/BuyersGuide.html. For a summary of the relevant 
amendments, refer to http://edocket.access.gpo.gov/2009/pdf/E9-28931.pdf. To review these 
amendments in their full context, refer to https://www.acquisition.gov/far/index.html. 

http://www.antd.nist.gov/usgv6/BuyersGuide.html
http://edocket.access.gpo.gov/2009/pdf/E9-28931.pdf
https://www.acquisition.gov/far/index.html
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2.3 Federal IPv6 Task Force  

 

Figure 2. Federal IPv6 Governance Framework 

In order to provide better guidance and coordination, the Federal IPv6 Task Force was established to 
help guide agencies through the IPv6 transition process. Error! Reference source not found., depicts the 
Federal IPv6 Governance Framework. 

2.4 Sample Agency Timelines 

2.4.1 Sample Federal Agency Execution Timeline 

The IPv6 Outreach Sub-Working Group, described in section 3.6.2, prepared a sample execution 
timeline for agencies in meeting the OMB-directed IPv6 transition milestones. The first timeline, shown in 
Figure 3, describes the 2012 milestones. 
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Sample Agency IPv6 Execution Timeline 
2012 Public Facing Execution 

Key Stakeholders  
(External) 

Milestone 

1 2 3 4 5 6 7 8 

0
6
/1

1 

1
2
/1

1 

0
6
/1

2 

1
2
/1

2 

0
6
/1

3 

1
2
/1

3 

0
6
/1

4 

1
2
/1

4 

Network Connectivity 

Internet Gateway 1 IPv6 Enabled 

Networx or Other Carriers 
(ISP) 

        

Internet Gateway 2 IPv6 Enabled         

Internet Gateway 3 IPv6 Enabled         

Internet Gateway 4 IPv6 Enabled         

Addressing 

ISP Provided IPv6 Addresses Networx or Other Carriers 
(ISP) ARIN 

        

Announce Agency         

Routing 

Basic IPv6 Routing 

Networx or Other Carriers 
(ISP) Routing Vendors 

        

IPv6 BGP Routing Gateway 1         

IPv6 BGP Routing Gateway 2         

IPv6 BGP Routing Gateway 3         

IPv6 BGP Routing Gateway 4         

IPv6 Multi-home Routing         

Domain Name Services (DNS) 

ns1 IPv6 Enabled 

GSA (.gov) DNS Providers 

        

ns2 IPv6 Enabled         

Ns3 IPv6 Enabled         

ns4 IPv6 Enabled         

Primary Agency Domain (www.agency.com) 

Phase 1 Cloud/Hosting Providers 
Web Vendors 

        

Phase 2         

Mail 

Inbound SMTP IPv6 Enabled Cloud Hosting Providers 
SMTP/Mail Security 
Vendors 

        

Outbound SMTP IPv6 Enabled 
        

Security 

DMZ Basic IPv6 Security MTIPS/TICAP Providers 
SMTP/Mail Security 
Vendors 

        

DMZ Comparable IPv6 Security         

Full IPv6 Security         

Network Management 

Basic IPv6 Network Management 
Network Management 
Vendors 

        

Comparable IPv6 Network Management         

Full IPv6 Network Management         

Public Facing Domains 

1 Public Facing Domain IPv6 Enabled 
Cloud/Hosting Providers 
Web Vendors 

        

35% Public Facing Domains IPv6 Enabled         

100% Public Facing Domains IPv6 Enabled         

Pilots 

Mission Pilots Impacted 
Vendors/Providers 

        

Legend:  In Progress:   Completed:  
Figure 3. Timeline for 2012 Milestones 




































































































































